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Abstract: In recent years, the interplay between Al agents and blockchain has enabled
secure and scalable collaboration among multi-agent systems, promoting unprecedented
levels of autonomy and interoperability. Al agents play a vital role in facilitating complex
decision making and improving operational efficiency in blockchain systems. This col-
laborative synergy is particularly evident in how multi-agent systems collectively tackle
complex tasks to ensure seamless integration within these frameworks. While significant
efforts have been made to integrate Al agents and blockchain, most studies overlook the
broader potential of Al agents in addressing challenges such as interoperability, scalability,
and privacy issues. In this paper, we bridge these gaps by illustrating the interplay between
Al agents and blockchain. Specifically, we explore how Al agents enhance decentralized
systems and examine blockchain’s role in enabling secure and scalable collaboration. Fur-
thermore, we categorize practical applications across domains, such as Web3, decentralized
finance (DeFi), asset management, and autonomous systems, providing practical insights
and real-world use cases. Additionally, we identify key research challenges, including
the complexities of multi-agent coordination, interoperability across diverse systems, and
privacy maintenance in decentralized frameworks. Finally, we offer future directions in
terms of governance, sovereignty, computation, and interpretability to promote a secure
and responsible ecosystem.

Keywords: Al agent; blockchain; decentralized Al; large language model; multi-agent
collaboration; Web3

1. Introduction

The global Web3 market is expected to reach a valuation of over USD 33.53 billion by
2030, which highlights its significant growth across industries and sectors [1]. Web3 repre-
sents the paradigm shift towards decentralized and user-centric internet services, where
blockchain plays a fundamental role [2]. Blockchain is a decentralized distributed database
that securely stores data across multiple nodes [3,4]. Blockchain provides transparency,
security, and decentralization to catalyze the growth of several key Web3 applications, such
as decentralized finance (DeFi) and decentralized autonomous organizations (DAOs). Both
DeFi and DAO demonstrate a significant market impact through enhanced financial acces-
sibility and community-driven governance models [5]. For example, DeFi has surpassed
USD 200 billion in total value locked (TVL), which demonstrates its transformative impact
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on traditional financial systems [6]. On the other hand, 5000 DAOs are globally managing
billions of dollars in assets, which showcases their potential for decentralized governance
and collective decision making [7]. However, Web3 faces several challenges, such as limited
scalability and interoperability, high energy consumption, and security vulnerabilities [8,9].

Artificial Intelligence (AI) plays a crucial role in addressing these challenges within
Web3 and a blockchain ecosystem. By leveraging data-driven insights and optimization
capabilities, Al enhances the future economic perspective of blockchain [10]. Additionally,
Al boosts transaction throughput and detects anomalies, which are essential for ensuring
the continued growth and stability of Web3 applications [11]. For instance, DeFi benefits
from Al-driven risk assessment models to enhance financial security, automate trading
strategies, and predict market trends [12]. Similarly, DAOs leverage Al to facilitate effective
decision-making processes by analyzing vast amounts of community data and providing
intelligent insights for governance [13]. On the other hand, Al’s predictive capabilities
aid in forecasting network congestion and preemptively optimize transaction routing to
enhance the overall network performance. Moreover, Al contributes to efficient data pro-
cessing and analysis within blockchain ecosystems. It also ensures better scalability and
reliability by using machine learning (ML) models to predict and manage workloads effec-
tively. Additionally, the integration of Al with blockchain facilitates adaptive consensus
mechanisms, where Al algorithms dynamically adjust consensus parameters based on net-
work conditions. However, there are several challenges with the integration of blockchain
and Al, which include autonomous decision making, scalability under high transaction
volumes, efficient energy consumption, enhanced data privacy, and adaptive consensus
management [14].

Al agents (or autonomous agents) address these issues by leveraging autonomous
decision-making capabilities, real-time data analysis, and generative functionalities [15,16].
These agents are autonomous computational entities that perform tasks based on prede-
fined goals, which makes them instrumental in addressing the challenges of Web3 [17]. In
the era of GenAl and LLMs, Al agents have evolved significantly. They offer advanced
capabilities for handling complex queries, generating natural language responses, and
executing intricate decision-making tasks [18]. Similarly, these agents leverage generative
capabilities to autonomously adapt to changing environments and facilitate decentralized
decision-making processes. On the other hand, the concept of multi-agent systems (MASs)
allows multiple Al agents to collaboratively work in order to solve complex problems
within blockchain environments [19-21]. MAS enables distributed intelligence, where
agents communicate, negotiate, and make collective decisions, which further enhances
the scalability and efficiency in decentralized Al (DeAl) systems [22]. Therefore, inte-
grating Al agents with blockchain presents several advantages. These include improved
transparency, operational efficiency, and the ability to automate complex workflows. As
a result, research in this area remains relatively limited, which underscores the need for
more focused exploration and development. Our survey stems from this motivation to
bridge this gap by exploring the synergies between Al agents and blockchain in enabling
decentralized intelligence.

1.1. Motivation and Contribution

Blockchain serves as a decentralized and tamper-proof ledger to ensure secure and
immutable transaction records among Al agents [23,24]. By integrating blockchain, Al
agents benefit from enhanced trust through immutable records to ensure that interactions
are transparent and verifiable. Additionally, blockchain provides strong data security by
using cryptographic techniques, which reduces the risk of tampering or unauthorized
data access. This is critical for maintaining the integrity and reliability of autonomous
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agent operations. Its integration into agent-based environments enables reliable interac-
tions across various functions, such as payments, ownership transfers, and contractual
agreements. Moreover, the integration effectively addresses key challenges, such as pri-
vacy [17], accountability [25], and data persistence [26], to advance trust and verifiability in
autonomous agent operations. Furthermore, it enhances the reliability and transparency
of agent-driven systems and supports the development of decentralized intelligence and
autonomy. Despite the importance of blockchain integration with Al agents and vice
versa, existing studies [8,23,24,26-28] did not emphasize the challenges of integrating these
technologies, such as scalability, interoperability, and privacy concerns.

To address these gaps, we offer an integrated and in-depth analysis that covers both
the blockchain’s role in ensuring Al trustworthiness and the potential of blockchain in
enhancing Al agents’ capabilities. Specifically, our contributions include a thorough dis-
cussion of blockchain’s role as a reliable ledger and its utility in intelligent consensus
mechanisms that facilitate autonomous decision making by Al agents. Additionally, we
provide a detailed exploration of zero-shot learning for blockchain operation, which refers
to the ability of Al agents to generalize and perform new tasks without prior specific
training data. This approach is important for blockchain operation because it enhances Al
agents’ adaptability to dynamic and unpredictable blockchain environments and enables
them to handle new scenarios more effectively. We also categorize and examine practical
application scenarios, such as DeFi, smart cities and governance, and the Internet of Things
(IoTs) [29], to offer insights into real-world use cases where the intersection of Al and
blockchain holds transformative potential. Furthermore, we outline future directions to
address ongoing challenges in scalability and performance, data privacy and security, and
interoperability and standardization. We also highlight the emerging trends and open
research questions, which are critical for both academic and industrial communities. Note
that the term “decentralized” is used throughout the survey, which refers blockchain, Web3,
and DeAlI ecosystem.

The summarized contributions of our survey are as follows:

e We explore how Al agents enhance blockchain systems, with a focus on their ability
to improve intelligent decision making, optimize consensus mechanisms, and enable
zero-shot learning. The result of these capabilities is an increase in adaptability,
efficiency, and resilience in decentralized environments.

*  We investigate how blockchain enhances the capabilities of Al agents with the pro-
vision of a secure and decentralized infrastructure that supports coordination, gov-
ernance, and data sharing. The integration leads to strengthened autonomy and
scalability for Al agents alongside the assurance of privacy and reliability in collabora-
tive environments.

*  We categorize various application and use case scenarios in DeFi, supply chain manage-
ment, DAOs, edge computing, and fault management. These examples demonstrate
improvements in operational efficiency, trust, and transparency while enhancing the
adaptability and decision-making capabilities of Al agents in decentralized environments.

*  We outline the scalability, interoperability, and data privacy challenges to emphasize
future directions in cross-chain communication protocols, privacy-preserving mecha-
nisms, and decentralized coordination strategies. Additionally, we address emerging
areas such as decentralized quantum computing, self-sovereign Al agents, and ethical
and regulatory considerations to guide the development of decentralized systems.

1.2. Organization

Section 2 discusses the related work to establish the context for this study, followed
by the preliminaries in Section 3. Section 4 describes the research methodology, including
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the systematic strategy used for literature selection. Section 5 examines how Al agents
contribute to enhancing blockchain operations, while Section 6 focuses on the role of
blockchain in augmenting Al agent capabilities. Practical applications and real-world use
cases of blockchain and Al agent integration are detailed in Section 7. Section 8 highlights
key research challenges and outlines future directions. Finally, Section 9 concludes the
survey by summarizing the key findings and insights.

2. Related Work

We categorize the existing and relevant literature into two major categories: (i) trust-
worthy Al and blockchain and (ii) Al agents and blockchain. The first category focuses on
how blockchain addresses the critical trust-related challenges in Al to enhance its trans-
parency, accountability, and overall security. The second category focuses on integrating Al
agents with blockchain to enhance their autonomy, communication efficiency, and decision-
making capabilities. We provide an overall comparison between related surveys and our
work in Table 1.

Table 1. Comparison between our work and the existing surveys.

Features [8] [23]1 [24] 1[26] [27]1 [28] Owurs
Blockchain enhances Al’s trust v v v v
Blockchain elevates Al’s performance v v v v
Al increases blockchain’s efficiency v v v v
Al enhances blockchain’s security v v v v
Empirical application scenarios v v v

2.1. Trustworthy Al and Blockchain

The intersection of Al and blockchain has attracted considerable research attention.
For example, Abdelhamid et al. [27] conducted a comprehensive review to address the lim-
itations of blockchain, including scalability, security vulnerabilities, governance complexity,
and high energy consumption, in the trustworthy Al environment. To tackle these issues,
the authors explored Al-driven solutions, such as Proof of Deep Learning (PoDL), federated
learning-based consensus mechanisms, and anomaly detection using deep learning, which
aim to optimize the overall performance of blockchain systems. Moreover, they identified
unresolved challenges, such as high transaction costs, privacy concerns, and the complexity
of cross-chain interactions. On the other hand, Zhang et al. [28] discussed a life cycle-based
framework to integrate blockchain into four key stages of Al development: planning,
data collection, model development, and system deployment. The authors focused on
addressing critical dimensions such as transparency, privacy, and accountability in Al
systems. They also highlighted the potential of blockchain to ensure robust and ethical Al
operations throughout the life cycle of Al systems. Meanwhile, Ressi et al. [8] presented a
systematic overview of how Al enhances blockchain systems with a focus on consensus
mechanisms and security. The authors provided a structured classification of Al techniques
to highlight their application in order to improve blockchain reliability and trustworthiness.
Their work underscored the potential of Al to advance blockchain protocols in terms of
privacy, transparency, and decision-making reliability. Furthermore, Bhumichai et al. [26]
elaborated on the convergence of Al and blockchain in three distinct stages: (i) emerging
era, (ii) convergence era, and (iii) application era. The authors also explored key application
domains (e.g., IoT, finance, cybersecurity, energy, and smart cities) to demonstrate the
enhancement between blockchain and Al in areas such as data security, transparency, and
decision making. They also highlighted the synergistic potential of Al and blockchain to
address scalability, trust, and interoperability challenges in real-world scenarios.
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2.2. Al Agents and Blockchain

The integration of Al agents and blockchain focuses on enabling Al systems to op-
erate independently and more effectively in decentralized environments. For instance,
Tara et al. [24] provided a comprehensive survey of existing approaches and frameworks
addressing communication latency in decentralized systems. The study examined multi-
layered ontology-based frameworks designed to reduce latency in agent-to-agent com-
munication. The authors identified key challenges, including scalability and latency, and
discussed strategies for optimizing efficiency through dynamic storage techniques. They
also highlighted how decentralized storage mediums, such as the interplanetary file sys-
tem (IPFS), could improve communication performance by minimizing unnecessary data
transmission. The potential of integrating Al agents and blockchain is also discussed to
enhance operational effectiveness. On the other hand, Nguyen et al. [23] explored how
blockchain served as a digital economic and financial institution for autonomous Al agents.
They focused on enabling Al agents to independently engage in economic transactions,
financial services, and contract execution. The authors highlighted the role of blockchain’s
decentralized infrastructure in overcoming traditional limitations faced by Al agents, such
as restricted access to economic institutions. They also discussed key features, including
private key management, decentralized exchanges, and smart contracts, to enhance the
autonomy of Al agents.

To summarize, both studies [23,24] emphasized the transformative potential of inte-
grating Al agents with blockchain to address challenges related to communication latency,
scalability, economic accessibility, operational efficiency, and decentralized storage manage-
ment. Additionally, they highlighted blockchain’s role in mitigating traditional challenges,
such as latency, scalability, and restricted access to economic institutions.

2.3. Limitations of Existing Surveys

The existing literature [8,27,28] presented several limitations. Most studies focused
narrowly on specific aspects, such as scalability, transparency, or communication efficiency,
or failed to provide an integrated perspective on the interaction between Al agents and
blockchain technology. For instance, the studies [8,26] lacked empirical validation, making
it challenging to assess the feasibility and actual impact of the integrated solutions in decen-
tralized ecosystems. Additionally, there was a significant absence of detailed application
examples (e.g., healthcare, finance), where real-world implementations were complex and
required careful consideration of practical and regulatory challenges. On the other hand,
the studies [27,28] focused heavily on trustworthiness but did not explore the role of Al
agents within the blockchain ecosystem in depth. Conversely, the studies [23,24] explored
Al agents’ autonomy but failed to provide a comprehensive analysis of blockchain’s trust-
enabling capabilities for Al systems. Furthermore, there was a lack of in-depth analysis
that covered both blockchain-driven trust improvements and their specific implications for
decentralized and autonomous Al agents. Another significant limitation was the absence
of detailed application scenarios that bridged theoretical concepts with real-world imple-
mentations. Additionally, existing surveys neglected challenges related to human-agent
interaction and the ethical implications of combining blockchain with Al agents. These
aspects were crucial when considering applications that directly impacted users, such as
smart contracts in finance or decision-making systems in healthcare. Without addressing
these critical dimensions, the studies fell short of providing a truly comprehensive overview
that took into account the ethical, social, and regulatory considerations essential for the
successful adoption of Al agents and blockchain in key areas.
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3. Preliminaries

In this section, we provide an overview of the foundational technologies underpinning
our survey, including blockchain, Web3, DeAl, GenAl, LLMs, and Al agents. We discuss the
key characteristics and applications of each technology. This section aims to establish the
essential context for understanding the synergistic potential of blockchain and Al agents in
building intelligent and autonomous systems.

3.1. Al Agents

Al agents play a crucial role in decentralized environments, enabling intelligent
decision making, automation, and adaptability without relying on centralized authori-
ties [20,30]. Technically, an Al agent is a computational entity that perceives its environment
through various data inputs, processes this information, and takes action using actuators
(mechanisms that execute actions) to maximize its chances of success at achieving specific
goals. Al agents use a combination of Al techniques, including reinforcement learning (RL),
federated learning (FL), and natural language processing (NLP), to autonomously adapt,
learn, and make decisions in complex settings.

Al agents are similar to several related terms, but there are subtle distinctions:

*  Autonomous Agents [16,31]: While all Al agents are autonomous, not all autonomous
agents use Al. Autonomous agents are systems that operate independently based on
pre-programmed rules or logic, whereas Al agents utilize learning and adaptability to
make informed decisions.

*  Multi-Agent Systems (MAS) [32,33]: A multi-agent system consists of multiple Al
agents working collaboratively or competitively to achieve individual or shared objec-
tives. In MAS, agents can communicate and negotiate with each other, which adds a
layer of complexity compared with single-agent Al systems.

e Agent AI[15,31]: This term is often used interchangeably with Al agents but generally
refers to the broader concept of agents powered by Al to execute tasks. It emphasizes
the Al technology aspect of the agent.

e Intelligent Agents [34,35]: These are agents equipped with Al capabilities to perceive,
reason, and act in an environment to achieve certain goals. Al agents fall under this
category, highlighting their intelligent capabilities such as learning, problem solving,
and decision making.

The distinctions among these terms help clarify the roles and capabilities of Al agents
within various environments, particularly in decentralized settings where autonomous
decision making and collaboration are crucial.

As shown in Figure 1, the integration of LLMs has significantly revolutionized the
capabilities of Al agents [15,31]. While RL and FL have been instrumental in developing
adaptive and distributed learning systems, the incorporation of LLMs has driven Al agents
into a new realm of cognitive abilities and task execution. For example, in the healthcare
domain, Al agents equipped with LLMs can assist in diagnosing medical conditions by
analyzing patient data and providing detailed insights, significantly improving accuracy
and efficiency. In finance, Al agents use LLMs to predict market trends, automate trad-
ing strategies, and optimize investment decisions, thereby reducing human intervention
and enhancing profitability. LLMs (e.g., GPT-4) serve as advanced policy instructors to
enhance the decision-making capabilities of RL agents. Another example is the ReAct
(Reasoning and Acting) framework, which demonstrates how LLMs can facilitate executing
complicated sequential decision-making tasks by integrating both reasoning and action
into their processes [16]. This integration enables agents to think about their actions and
adapt accordingly, improving flexibility and efficacy in dynamic settings. As a result,
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ReAct allows for more nuanced and context-aware responses compared with typical RL or
FL approaches.
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Figure 1. Operational architecture of LLM agents [36].

In our survey paper, our primary focus is on GenAl and LLM-based agents, as they
represent the forefront of intelligent and adaptable systems in decentralized environments.
However, we also include a comprehensive discussion of other Al agents to provide a
holistic view of the evolving landscape of decentralized intelligence.

3.2. Blockchain

Blockchain is defined by its cryptographically secure and immutable distributed ledger,
which provides a robust framework for auditing and record-keeping applications [37,38].
The foundational cryptographic primitives (e.g., hash functions, public-key cryptography)
ensure data integrity by detecting and preventing unauthorized modifications to stored
data (as shown in Figure 2). Decentralized consensus mechanisms, such as Proof of
Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and Byzantine Fault
Tolerance (BFT), eliminate the need for centralized authorities, thus enhancing trust and
transparency among stakeholders [39]. These consensus protocols also enhance fault
tolerance and reduce single points of failure, thereby improving system resilience. The
ability of blockchain to maintain an immutable audit trail has been successfully applied in
various sectors. For example, blockchain technology is applied in supply chain management
to ensure the traceability and authenticity of products. By recording every transaction on
an immutable ledger, it allows stakeholders to verify the origins and journey of goods,
thereby reducing fraud and improving transparency. In financial services, blockchain
enables secure peer-to-peer transactions without the need for intermediaries to ensure
faster and more reliable payments [40]. Similarly, blockchain protects sensitive patient data
in healthcare during exchanges between medical institutions to maintain privacy while
facilitating secure information sharing [41]. Additionally, blockchain supports the creation
of verifiable and transparent voting systems in e-governance to ensure election integrity
and increasing public trust in democratic processes.
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Figure 2. An overview of blockchain architecture.

3.3. Generative Al

GenAl utilizes sophisticated ML frameworks, including Generative Adversarial Net-
works (GANSs) and transformer-based models (e.g., GPT, DALL-E), to autonomously gen-
erate diverse forms of content, such as text, images, audio, and code [42]. Transformer
models rely on self-attention mechanisms to capture contextual relationships in sequential
data. This capability enables them to produce coherent and contextually relevant outputs
across various modalities [43]. GenAl is applied across various sectors, including creative
industries, healthcare (e.g., synthetic data for diagnostics), software development (e.g., auto-
mated code generation), and personalized user experiences. However, GenAl also presents
challenges, such as data privacy risks, biases in generated content, and the potential for
misuse (e.g., spreading misinformation) [44]. Addressing these issues requires advance-
ments in bias mitigation, explainable Al (XAI), and the development of comprehensive
governance frameworks to ensure ethical implementation [45].

A key component of GenAl is LLMs, which are transformer-based models character-
ized by billions to trillions of parameters. LLMs excel in natural language comprehension
and generation to demonstrate emergent capabilities such as in-context learning and se-
quential reasoning due to their scale and extensive pre-training on vast datasets [46—49].
While LLMs are just one example of GenAl, they are particularly notable for their ability to
generate coherent, contextually relevant text, which has made them central to a wide range
of applications, from chatbots to content creation. In addition, LLMs are often integrated
with other GenAl systems, such as in multimodal frameworks, where they collaborate with
models (e.g., DALL-E [50]) to generate text-based and image-based outputs [51]. Recent
advancements in alignment techniques, particularly RL with Human Feedback (RLHEF),
have significantly improved the ability of LLMs to generate safe and contextually accurate
outputs. These developments effectively address critical challenges, including model poi-
soning and the dissemination of false or misleading information. As a result, LLMs have
become highly versatile tools, demonstrating broad applicability in fields such as natural
language processing (NLP), information retrieval, and multimodal systems [52].

In the realm of MAS, GenAl and LLMs enable more sophisticated inter-agent commu-
nication and collaboration [20,30]. Agents can now engage in high-level strategic planning,
delegate tasks based on specializations, and even explain their decision-making processes
in human-readable formats. For example, collaborative robotics systems (e.g., UAV swarms)
use multiple Al agents to coordinate tasks like assembly and quality inspection in manufac-
turing environments to improve efficiency and adaptability [16,20]. Similarly, DeFi systems
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benefit from multi-agent interactions to optimize trading, lending, and decision-making
processes across multiple participants [30,31]. These advancements highlight the trans-
formative potential of Al agents when integrated with GenAI and LLMs, which creates
intelligent and adaptable systems that can operate autonomously in decentralized and
dynamic environments such as Web3 and DeAl.

3.4. Web3

Web3 is an evolution of the internet that leverages decentralized blockchain to create
a more secure and user-owned experience. Unlike Web 1.0 (static content) and Web 2.0
(interactive platforms), Web3 leverages blockchain to create a “read—write—own” environ-
ment. This allows users to retain ownership over their data through public and private
keys. As a result, privacy and security are significantly augmented through mechanisms
such as encryption and decentralized data storage. As a result, users are empowered with
greater control over how their personal data are shared and utilized. Additionally, the
shift reduces the risks associated with centralized data breaches and enhances user trust in
online interactions [53,54]. Web3 facilitates the creation of decentralized apps (dApps) in
several sectors, such as banking (DeFi) [55], gaming, decentralized storage, and cross-chain
interoperability [56,57]. Non-Fungible Tokens (NFTs) are integral to the Web3 ecosystem,
as they facilitate the ownership and transfer of distinct digital assets on decentralized
networks [58].

The following components represent key building blocks of the Web3 ecosystem, each
a vital part of its decentralized and user-empowered structure:

¢ Distributed Ledger Technology (DLT): The underlying technology of blockchain, DLT
refers to a consensus of replicated, shared, and synchronized digital data spread across
multiple locations. This ensures data integrity and transparency.

*  DAOs: DAOs shift from conventional centralized models to decentralized blockchain-
based decision-making systems [54]. They use smart contracts to automate governance
protocols and implement decisions based on member involvement by eliminating
intermediaries to ensure transparency and efficiency [58]. For example, MakerDAO
(https:/ /makerdao.com (accessed on 20 January 2025)) members voted to add new col-
lateral types to support the stability of its DAI stablecoin to demonstrate decentralized
governance in action.

e DeFi: DeFi represents a transformation of traditional banking and financial ser-
vices through dApps to provide lending, borrowing, and trading without interme-
diaries [55]. It offers benefits such as reduced transaction costs, increased financial
accessibility, and the elimination of traditional banking barriers. Examples include
Uniswap and Aave.

*  Non-Fungible Tokens (NFTs): A mechanism for the ownership and transfer of distinct
digital assets on decentralized networks [58]. NFTs play a crucial role in gaming, art,
and virtual assets with platforms like OpenSea (https://opensea.io/ (accessed on 20
January 2025)) leading the market.

*  Decentralized Storage: A system where data are distributed across multiple nodes
rather than being stored in a central server. Decentralized storage solutions such as
IPES (https:/ /ipfs.tech/ (accessed on 20 January 2025)) and Filecoin (https:/ /filecoin.
io/ (accessed on 20 January 2025)) help enhance data redundancy and reduce the risk
of single points of failure, contributing to the resilience of Web3.

*  Oracles: Services that connect blockchain with external data sources, enabling smart
contracts to interact with off-chain data. Oracles are critical for Web3 as they expand
the utility of blockchain by allowing real-world events to trigger on-chain actions. For
example, in a DeFi application, oracles can provide real-time price feeds for assets
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by allowing automated trading or lending decisions to be made based on current
market conditions. Examples include Chainlink (https:/ /chain.link/ (accessed on 20
January 2025)).

3.5. Decentralized Al

Decentralized AI (DeAl) employs blockchain technology to solve the constraints of
centralized AI (CeAl) systems, such as single points of failure, data privacy problems,
and scalability bottlenecks. CeAl frequently aggregates control over data and compu-
tation, which results in risks such as technological failures, cyberattacks, and biases in
model outputs [22,59]. DeAl addressed these issues by implementing techniques such
as immutable audit trails, privacy-preserving methodologies like zero-knowledge proofs
(ZKPs), and tokenized reward systems for contributors [22]. Collaborative frameworks
such as federated learning are enhanced by blockchain consensus processes, allowing
decentralized model training and validation independent of central authority. Platforms
like Ocean Protocol [60] and Render Network [61] demonstrated the power of DeAl by cul-
tivating collaborative ecosystems for the secure and transparent exchange of data, models,
and computing resources. DeAl faces challenges such as computing overhead, scalability
limitations, and the need to balance transparency with privacy. Resolving these issues
demands advancements in cryptographic methodologies, efficient consensus protocols,
and decentralized governance frameworks [62]. The applications of DeAl in healthcare,
autonomous systems, and decentralized markets illustrate its innovative potential to create
ethical, safe, and diverse Al systems. A DeAl application’s lifetime is divided into the
following five stages [22]:

¢ Task Proposing: In this stage, the algorithms are prepared to guarantee that they
satisfy the needs of decentralized systems in terms of privacy, scalability, and effective
communication. The development of algorithms is essential at this phase to provide
the basis for its entire life cycle.

¢  Pre-Training: Data are gathered, cleaned, and segmented while ensuring privacy and
security. Concurrently, computing resources such as GPUs or distributed systems are
configured to facilitate efficient training.

¢  On-Training: In this phase, model training and validation take place. Collaborating
nodes concurrently update model parameters while maintaining synchronization. Val-
idation guarantees the model’s precision and generalizability among all participants.

*  Post-Training: The trained model is ready for deployment and integration into ap-
plications for practical usage. This phase also enables model sharing via decentral-
ized markets.

4. Research Methodology

A systematic strategy was employed to ensure a thorough and rigorous investigation
of the intersection between Al agents and blockchain. This approach involved precise
identification of keywords, clear inclusion and exclusion criteria, and the use of recognized
scientific databases. The methodology was designed to extract relevant academic and
industrial contributions. In addition, we ensured that the study captures the most recent
developments and essential insights in the fields of blockchain and Al.

4.1. Keywords

To ensure a comprehensive literature review, a set of carefully crafted keywords and
their combinations were used. These keywords were configured to capture the multifaceted
relationships between Al agents, blockchain, and their applications, as follows:
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(“AI Agent” OR “Agent AI” AND Blockchain OR Web3), (“Al Agent” OR “Agent
AI” AND “Generative AI” AND Consensus), (“Al Agent” OR “Agent AI” OR
Web3 AND Privacy), (“Al Agent” OR “Agent AI” AND “Blockchain” AND
“Generative AI” OR Web3), (“Al agent” OR “agent AI” OR “LLM agent” OR
“autonomous agent” OR multi-agent OR “intelligent agent” AND blockchain OR
“decentralized AI” OR web3 OR “generative Al”)

4.2. Inclusion and Exclusion Criteria

The inclusion criteria were defined to ensure relevance and rigor in the selected lit-
erature. This study included research explicitly addressing the integration of Al agents
(e.g., LLM agents, autonomous agents, multi-agent systems) with blockchain, Web3, de-
centralized Al, or Generative Al This includes studies on “Generative AI” in consensus
mechanisms, privacy-enhancing techniques, and other advanced functionalities. To capture
both established insights and emerging developments, we included peer-reviewed publica-
tions and preprints from reputable repositories like arXiv. Given the relatively unexplored
and rapidly evolving nature of this domain, the inclusion of preprints ensures that the study
reflects cutting-edge innovations and ongoing research efforts. This approach provides a
comprehensive foundation for analyzing theoretical frameworks, empirical studies, and
real-world applications of Al agents in blockchain ecosystems.

The exclusion criteria were designed to maintain the study’s focus on the intersection
of Al agents and blockchain ecosystems. Research that mentions Al agents but does not
explore their integration with blockchain, Web3, decentralized Al, or Generative Al was
excluded. Additionally, studies lacking meaningful insights into the roles, functionalities,
or applications of Al agents within these domains were omitted. This ensured that the eval-
uation remained aligned with the study’s objective of examining the synergistic integration
of Al agents in blockchain-based ecosystems and their relevance to decentralized platforms.

4.3. Research Databases and Selection Process

The literature was collected from several well-established databases and search en-
gines, including IEEE Xplore Digital Library, ACM Digital Library, SpringerLink, ScienceDi-
rect, Web of Science, Google Scholar, and Google Search.

The selection process began with a systematic search using the defined keywords,
which yielded 140 articles. Each article was then screened based on the inclusion and
exclusion criteria. In the first round, articles unrelated to the focus areas were excluded,
reducing the count to 110. A second round of screening excluded papers lacking significant
contributions to the understanding of Al agents and blockchain, narrowing the selection
to the final 80 articles. This systematic approach ensures that the study is based on high-
quality, relevant, and meaningful research.

5. AI Agents for Blockchain

In this section, we explore the pivotal role of Al agents in enhancing blockchain sys-
tems. Specifically, we examine how Al agents contribute to intelligent decision making,
optimize consensus mechanisms, and leverage zero-shot learning to adapt to evolving envi-
ronments. Additionally, we discuss their significant impact on decentralized collaboration
and focus on their capabilities in terms of adaptability, resilience, and overall efficiency. We
present a comparative summary of the relevant literature in Table 2.
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Table 2. Summary of the existing research in terms of Al agents for blockchain.
Feature Ref. Contribution Quality  Scalability Security Efficiency
. .. Leveraging blockchain, DAOs, and LLMs to
Intelligent Decision ; . g
Makin [63] create financially self-sustaining and v
& self-managed digital building.
Apply stake-based miner designation,
multi-round debate-style voting, and a specific
[64] : v v
) reward mechanism to protect and ensure

Intelligent Consensus legitimate and valuable records on blockchain.

Mechanism
Provide a self-sustainable compute service via

[65] anetwork of independent AI agents that does v v
not rely on a single entity.
. Solve the problem of scaling culture

Zero-shot Learning for [66] production in a blockchain-based business v v

Operation . .
model while reducing agency cost.
Integrate ensemble learning with large

Vulnerability Detection [67] language models to classify vulnerabilities in v

smart contracts.

5.1. Intelligent Decision Making

Al agents significantly enhance intelligent decision making by autonomously exe-
cuting tasks embedded in blockchain-stored logic and facilitating dynamic adjustments
to operational settings. According to Ly et al. [63], the Al agent leverages real-time data
from IoT devices and integrates these inputs with blockchain-governed parameters to
ensure compliance with predefined operational thresholds in a digital twin environment.
Through its ability to interact with smart contracts, the Al agent autonomously governs
environmental conditions, such as temperature, lighting, and air quality, optimizing system
performance without direct human intervention. Additionally, the Al agent employs LLM
capabilities for advanced reasoning to interpret multiple variables and adapt operations
dynamically to meet evolving requirements.

5.2. Intelligent Consensus Mechanism

Blockchain enhances Al agents by providing intelligent consensus mechanisms that
ensure robust coordination. These intelligent consensus mechanisms leverage adaptive
decision-making processes and dynamic role assignments to be more responsive and
context-aware compared with traditional mechanisms. Unlike conventional consensus
approaches (e.g., PoW or PoS), adaptive consensus mechanisms evaluate the quality of
contributions and dynamically assign evaluators based on performance and context. The ap-
proach allows Al agents to adapt to fluctuating network conditions or varying agent reliabil-
ity while maintaining secure, fair, and efficient collaboration. For example, Chen et al. [64]
propose BlockAgents, which addresses Byzantine challenges (i.e., issues involving unreli-
able or malicious agents disrupting the system) in LLM-based multi-agent systems. The
core innovation lies in the Proof-of-Thought (PoT) consensus mechanism, which rewards
Al agents based on their contributions during collaborative problem solving. PoT focuses
on evaluating the quality of each agent’s contribution, making it uniquely suited for col-
laborative environments involving intelligent agents. The framework decomposes the
multi-agent process into structured phases: role assignment, proposal generation, eval-
uation, and decision making, all of which are securely managed on the blockchain. By
introducing a multi-metric prompt-based evaluation (e.g., factual consistency, redundancy
detection, and contextual causal relevance), BlockAgents effectively identify malicious
behaviors and thoroughly assess each agent’s contribution.
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On the other hand, Proof-of-Compute (PoC) [65] extends the paradigm of intelligent
consensus by integrating blockchain to facilitate decentralized computations. PoC assigns
Al agents to ensure that the computational benefits of the network’s functionality reach
users. These agents process prompts using trained models, and their outputs are validated
by specialized verifiers, who ensure accuracy and integrity. The mechanism incentivizes
honest participation through a Nash equilibrium design, where agents optimize their strate-
gies to maximize rewards while adhering to system rules. This novel approach balances
efficiency and security by utilizing blockchain-based verifiers to continuously oversee
agent outputs and penalize dishonest behavior through stake slashing and fraud detection
rewards. By dynamically evaluating agent reliability and adjusting task assignments, the
system ensures a more robust and trustworthy process. The combination of computation-
oriented consensus and decentralized validation highlights PoC’s potential for improving
scalability, transparency, and trust in Al-driven systems.

5.3. Zero-Shot Learning

Al agents can significantly enhance the flexibility and scalability of decentralized
systems by leveraging zero-shot learning (ZSL) techniques [66]. In this context, ZSL allows
Al agents to perform complex tasks (e.g., fraud detection, anomaly identification, cross-
chain data analysis) without the need for extensive fine-tuning or prior domain-specific
training [68]. This is particularly valuable in blockchain, where the dynamic nature of
dApps, tokens, and smart contracts poses challenges for traditional ML models that rely
on large and labeled datasets. By using ZSL, Al agents rapidly adapt to new and unseen
blockchain scenarios to identify irregular patterns or potential risks in real time. This
reduces the dependency on retraining models and accelerates the deployment of Al-driven
solutions across various blockchain ecosystems.

5.4. Vulnerability Detection

Al agents have revolutionized vulnerability detection in blockchain systems by pro-
viding advanced capabilities for analyzing and securing smart contracts. By automating
code analysis and identifying patterns of potential exploits, Al agents offer proactive
risk management, while significantly reducing manual effort and time. These agents
evolve with emerging attack vectors to offer enhanced precision in detecting complex
issues such as re-entrancy vulnerabilities, unchecked calls, and timestamp dependencies.
For example, Luo et al. [67] introduced FELLMVP, a framework that combines ensemble
learning with LLMs to address the challenge of vulnerability detection in smart contracts.
By utilizing a novel representation format called Contract-External Function-Call (CEC)
files, FELLMVP enhances the semantic comprehension of smart contract interactions. The
framework fine-tunes eight LLMSs, each specializing in detecting a specific type of vul-
nerability, and integrates them into an ensemble model to achieve superior classification
accuracy [69]. FELLMVP demonstrates an accuracy of 98.8% and F1 scores of 88% by
providing vulnerability-specific outputs instead of binary classifications.

6. Blockchain for AI Agents

In this section, we explore the role of blockchain as a foundational technology that
enables Al agents to achieve seamless coordination and trust in data sharing. We then
examine how blockchain facilitates secure interactions, ensures fair collaboration through
governance mechanisms, and highlights the key enablers. Here, we underscore the critical
contribution of blockchain to strengthen the autonomy, security, and scalability of Al agents.
Table 3 provides a comparative summary of the relevant literature.
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Table 3. Summary of the existing research in terms of blockchain for Al agents.

Feature

Ref.

Contribution Privacy Transparency Accountability Scalability Efficiency

Infrastructure

[70]

Leverage Ethereum and the IPFS to create a
decentralized framework that facilitates secure v v v
logging and dissemination of agent activities.

[71]

Leverage blockchain, DeAl, and LLMs to
facilitate a decentralized infrastructure that
supports Al agents through transparent
coordination and secure resource sharing.

Governance

[72]

Provide a practical demonstration of
blockchain-inspired governance on root cause v
analysis in micro-services architectures.

[63]

Serve as a blueprint for a self-governing,
autonomous building infrastructure by
leveraging blockchain technology, DAOs, and
LLM-powered building automation systems.

Key Enablers

[73]

Integrate on-chain data and off-chain
information to execute daily trading strategies in v
cryptocurrency market.

6.1. Blockchain as Infrastructure

Blockchain acts as a fundamental infrastructure for Al agents by offering a secure
and verifiable foundation for interaction. It allows for seamless coordination and data
sharing among Al agents while ensuring privacy and reliability through distributed ledger
technology. For example, the Ethereum Al Agent Coordinator (EAAC) illustrates the use of
blockchain as an infrastructure to support Al agent ecosystems by enabling transparent
and immutable coordination [70]. By leveraging Ethereum [74] and IPFS [75], EAAC
creates a decentralized framework that facilitates secure logging and dissemination of
agent activities. The framework integrates on-chain transactions to establish accountability
and uses a public knowledge graph to enhance transparency and mutual awareness among
agents. Key components, such as smart contracts and event listeners, ensure reliable data
tracking and retrieval. Additionally, the structured representation of agent activities in
knowledge graphs enhances interoperability [76]. These features highlight blockchain’s
capability to serve as the backbone for coordinated, trustworthy, and scalable agent-driven
operations in complex and multi-agent environments. Bhat et al. [71] leverage blockchain,
DeAl, and LLMs to facilitate a decentralized infrastructure that supports Al agents through
transparent coordination and secure resource sharing. Their proposed framework allows
Al agents to perform inference tasks efficiently while ensuring accountability through
smart contracts. By utilizing decentralized billing and Al computations, the infrastructure
supports autonomous Al agents to resolve disputes, while preserving intellectual property.

Hu and Fang [77] further emphasize blockchain’s capability as an enabler of Al agent
autonomy, particularly through on-chain computation and Decentralized Physical Infras-
tructure Networks (DePINs) [78-80]. It introduces the concept of “on-chain metabolism”,
where blockchain transactions serve as essential actions for sustaining Al agents by enabling
continuous state changes. Blockchain’s immutable ledger and decentralized structure al-
low Al agents to operate independently while ensuring secure and verifiable interactions.
Additionally, the integration of DePIN highlights the role of blockchain in providing scal-
able and permissionless access to facilitate on-chain training, inference, and adaptation of
Al models. These mechanisms illustrate how blockchain supports Al agents not only in
terms of secure coordination but also through autonomous growth and evolution. This
reinforces DePIN’s role as a decentralized infrastructure to drive Al agents’ capabilities in
complex environments.
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6.2. Collaboration and Task Integration

Al agents play a pivotal role in decentralized collaboration and task integration within
blockchain ecosystems by facilitating dynamic, trustless, and autonomous interactions. As
shown in Figure 3, these agents enhance blockchain’s operational efficiency through smart
contract-driven task allocation and discovery to enable seamless collaboration among the
participants. For instance, DeCoAgent [81] introduces a decentralized platform where
LLM-powered agents interact autonomously using blockchain and smart contracts. It incor-
porates modules such as planner, verificator, and controller to ensure that task workflows
are accurately generated, verified, and executed. By enabling agents to register, match tasks
dynamically, and perform transparent interactions, the framework supports applications in
supply chain management and crowdsourcing. Additionally, it addresses critical challenges
like task-worker matching, trust establishment, and the mitigation of hallucination errors
in LLM-driven workflows, which showcases the transformative potential of Al agents in
decentralized environments.
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Figure 3. A collaborative framework between blockchain and Al agents.

6.3. Governance for Al Agents

Blockchain provides a decentralized and transparent foundation for governing multi-
ple Al agents to enable secure, fair, and efficient collaboration. Blockchain-based governance
(as shown in Figure 4) ensures equal participation and prevents centralization of control,
which makes it well suited for managing the dynamics of Al agents in dApps. This model
also adapts to real-time data and evolving conditions to ensure resilience and robustness in
diverse operational contexts. For instance, the mABC framework [72] provides a practical
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demonstration of blockchain-inspired governance in multi-agent systems, focusing on root
cause analysis in micro-services architectures. It employs a voting mechanism where agents
collaboratively make decisions based on weighted contributions and expertise indices.
By integrating blockchain-like governance, mABC ensures transparency and fairness in
resolving alert events. This approach reduces instability in LLM-powered agents and
enables accurate identification of faults in distributed systems. The decentralized voting
process not only enhances the system’s decision-making capabilities but also showcases
how blockchain principles align Al agents toward achieving collective goals [63].
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Figure 4. Blockchain-based governance framework for Al agents.

6.4. Key Enablers for Improved Functionality

Blockchain acts as a critical enabler for enhancing Al agents’ functionality by provid-
ing transparent, reliable, and tamper-proof data. The availability of real-time on-chain
data, combined with the blockchain’s decentralized architecture, ensures data accuracy
and traceability, which allows Al agents to build intelligent decision-making pipelines.
Moreover, blockchain’s capability to integrate on-chain data with off-chain insights enables
a comprehensive view of dynamic environments, which allows agents to adapt to complex
and evolving scenarios. On the other hand, blockchain empowers a new generation of
intelligent systems, where LLM-based agents leverage decentralized, trustworthy data to
make context-aware decisions and optimize operations in unpredictable environments [73].
This integration underscores blockchain’s pivotal role in enabling Al agents to achieve
operational transparency, efficiency, and adaptability.

7. Application and Use Case Scenarios

In this section, we explore various application and use case scenarios where the in-
tegration of blockchain and Al agents has demonstrated transformative potential. We
illustrate how the convergence of blockchain and Al agents enables innovative solutions to
complex challenges. Each scenario highlights the advantages of leveraging blockchain’s
immutability and Al agents’ adaptability to create efficient, resilient, and secure decentral-
ized environments. Table 4 summarizes the application and use case scenarios in terms of
contribution, strength, and weakness.



Future Internet 2025, 17,57

17 of 31

Table 4. Summary of application and use case scenarios.

Ref. Contribution Strength Weakness
. (1) Reduces data access overhead
Employs a multi-layered ontology . . . . .
. o7, (2) minimizes unnecessary storage; (1) Experiment on small-scale simulations
[24]  approach to improve communication . . . - o
. . (3) flexible, mobile, and efficient only, (2) lack of interoperability
between Al agents in decentralized context .
data processing
Connect's the intangible concepts related to (1).Ensures system regulatlor.l, (2) provides (1) Slow, (2) cost expensive, (3) requires
[82]  transactions of assets to the concrete reliable recording of transactions, (3) can . . .
. . further considerations about asset notions
elements composing the system represent asset-related notions
Automates the storage and retrieval of oy
multiple related editions while ensuring (1) Feasible, (2) decentralized, and flexible, (1) Unsult'abl'hty of Ethereum Testnet,
[83] o . . (2) potential issue with IPFS, (3) need for
that contributions by multiple authors (3) customizable .
alternate storage options
are recorded
Broadens the apphcgblhty of LLM.S mn (1) Performs well under different market (1) Limited dataset, (2) inappropriate trading
[73]  cryptocurrency trading and establishes a - - g .
. . conditions, (2) successful trend predictions frequency, (3) lack of fine-tuning
benchmark for trading strategies
Addresses incentive ahgr}ment .ar'1d (1) Enhances energy management, (1) High computational overhead,
[84]  transparency challenges in traditional .
: . (2) ensures trades are secure and transparent  (2) experiment on a small scale only
energy trading mechanisms
Leveraging blockchain, DAOs, and LLMs (1) Transparent decision making, (1) Potential financial instability, (2) limited
[63]  to create financially self-sustained and (2) real-time visualization, (3) autonomously  implementation due to the reliance on
self-managed digital building adjusting smart appliances smart appliances
Prov1c.1es a powerful. tqol for rr}odellqg e.md gl) lee.s an explicit representation of agents (1) The analysis is only limited to two agents,
[85]  studying the strategic interactions within interactions, (2) enables analysis and S S
: o (2) lack of real-world applicability validation
DeFi governance predictions of outcomes
(1) Allows agents to register themselves,
81] Enables decentralized autonomous discover the capabilities of others, and assign Poor performance on zero-shot promptin
collaboration between LLM agents tasks, (2) practically feasible, (3) allows humans P prompng
and agents to interact in natural language
Improves alert incident resolution in . .
[72]  complex micro-services through a blend of (1) Effectively detects root causes, (2) increases Increases computation overhead

multi-agent, LLMs, and blockchain voting

system reliability and operational efficiency

7.1. Asset Management

Blockchain, when integrated into environments involving Al agents, enhances as-

set management by providing a decentralized and immutable framework for transaction

recording. For example, Papi et al. [82] propose multiple Al agents to perform opera-

tions such as payments and ownership transfers while relying on blockchain for secure

and tamper-proof documentation. Here, blockchain ensures that asset-related interac-

tions remain independent of agent-specific interpretations by using smart contract-based

mechanisms for ownership and payments [83]. The proposed approach standardizes

asset management across the system to ensure that all agents operate within a unified

framework. As a result, discrepancies are reduced and trust in decentralized transactions

is enhanced.

On the other hand, specifications such as transparency, immutability, and the avail-

ability of on-chain data enhance the capabilities of Al agents in cryptocurrency trading

applications. For example, Al agents improve decision-making precision by leveraging

on-chain data (e.g., transaction statistics, network activity, and historical trends) alongside

external signals like market sentiment and financial insights [73]. These agents can dy-

namically analyze trading environments, identify patterns, and adapt their strategies in

response to market fluctuations. Blockchain’s decentralized and real-time data availability

ensures that Al agents operate with reliable, tamper-proof inputs, allowing them to predict

trends, optimize trade executions, and manage risk effectively.
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7.2. Decentralized Finance

The intersection of Al agents and blockchain offers a promising avenue for enhancing
the efficiency, security, and user experience in DeFi [84]. In this context, Al agents analyze
vast datasets in real time to optimize trading strategies, assess risk profiles, and predict
market trends to facilitate informed and timely investment decisions. When integrated
with blockchain, these Al agents operate within a transparent and immutable framework to
ensure that all transactions are securely recorded and verifiable (as shown in Figure 5). This
synergy enhances the reliability of smart contracts by automating processes (e.g., lending,
borrowing, yield farming [86]). Additionally, it empowers Al agents to create and manage
dynamic financial instruments that adapt to changing market conditions. Furthermore,
Al agents leverage NFTs as representations of unique financial assets or user identities to
utilize their capabilities while analyzing and optimizing the trading of these assets [84].
This streamlines user interactions and enhances liquidity in decentralized marketplaces.
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Figure 5. Interaction between Al agents and users in a blockchain-based DeFi environment.

7.3. Decentralized Autonomous Organization

Blockchain ensures transparency and decentralization by encoding governance rules
in smart contracts and enabling token-based voting for democratic decision making [87].
Building on this foundation, Al agents automate complex processes such as proposal analy-
sis, resource allocation, and policy enforcement to make DAO operations more efficient and
reliable. When augmented with LLM-powered Al agents (shown in Figure 6), DAOs gain
the ability to facilitate context-aware decision making and natural language interactions,
which bridges the communication gap between human participants and the system [63].
This integration ensures operational scalability and adaptability, as Al agents continu-
ously refine decisions based on real-time data while adhering to blockchain’s immutable
trust mechanisms.
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Figure 6. DAO leverages Al agents for governance and automation.

Al agents are pivotal in enhancing the functionality of DAOs in the context of an
autonomous world [17]. Each Al agent in such environment is represented as a unique
digital entity (e.g., NFTs), which allows them to participate in governance processes by
proposing changes and voting on initiatives. This digital identity ensures secure and veri-
fiable participation to promote trust within the DAO [85]. Moreover, Al agents manage
resources autonomously to execute transactions and ensure efficient allocation in accor-
dance with the DAO’s rules. Their ability to collaborate and communicate with one another
enhances decision making and resource management. Besides, their learning capabilities
allow them to adapt to changing environments. This synergy between Al agents and
blockchain technology not only streamlines operations but also promotes a more inclusive
and participatory governance structure.

7.4. Supply Chain Management

In supply chain management, integrating Al agents with blockchain systems enables
dynamic and decentralized collaboration among stakeholders across different components
(as shown in Figure 7). Al agents autonomously assign, monitor, and evaluate tasks such
as inventory tracking, demand forecasting, and logistics optimization. By leveraging
blockchain’s immutable and transparent ledger, these agents ensure that every transaction
and interaction within the supply chain is securely recorded [24]. Furthermore, Al agents
dynamically discover collaborators, allocate resources, and adapt workflows to changing
conditions, which enhances the supply chain’s resilience and efficiency. The integration of
blockchain ensures tamper-proof documentation, which enables seamless compliance with
regulations and improved traceability across globally distributed networks [81]. Further,
Al agents automate agreements and ensure that terms are met before transactions proceed.
This level of automation not only reduces the need for intermediaries but also minimizes
human error, leading to cost savings and increased reliability. Additionally, Al agents opti-
mize supply chain operations by predicting disruptions and enabling proactive measures
to mitigate risks. With Al agents continuously analyzing data across different nodes, the
system becomes adaptive and responds to real-time changes such as fluctuating demand
and supplier delays.
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Figure 7. Blockchain and Al agent-enabled supply chain framework.

7.5. Autonomous Edge Computing

In autonomous edge computing environments, Al agents integrated with blockchain
enable efficient resource management and decentralized task execution across distributed
edge devices. These agents autonomously coordinate workload distribution, optimize
task offloading, and manage dynamic resource allocation based on real-time data [88].
Blockchain serves as a trust layer, ensuring secure and verifiable interactions between het-
erogeneous devices without reliance on a central authority. By embedding smart contracts,
Al agents can enforce predefined rules for resource sharing and conflict resolution to enable
seamless collaboration in complex IoT networks. The combination of Al agents” decision-
making capabilities and blockchain’s decentralized architecture enhances the reliability,
scalability, and adaptability of edge computing ecosystems, which makes them suitable for
latency-sensitive and resource-constrained applications.

7.6. Autonomous Fault Management

Autonomous fault management leverages decentralized architectures and Al agents
to address the complexities of fault detection and resolution in distributed systems. In
dynamic environments such as micro-services architectures, fault propagation disrupts op-
erations across interconnected components [72]. In a combined framework, Al agents con-
tribute independently based on their specific expertise, while collective mechanisms enable
consensus-driven solutions that reflect the system’s overall intelligence. This decentralized
approach aligns well with modern cloud-native and edge computing environments, where
maintaining reliability despite complexity is a critical challenge. Therefore, autonomous
fault management represents a foundational application of decentralized intelligence to
drive operational efficiency and robustness in distributed computing systems.

7.7. Empirical Case Studies

Empirical studies reveal the performance-related benefits of integrating Al agents into
blockchain systems [89]. For example, ail6z operates within a DAO-inspired framework
on Solana. It utilizes on-chain governance to optimize portfolio allocations. This approach
reduces operational costs by 20% while enabling 31,120 token holders to participate in deci-
sion making. Similarly, the Terminal of Truths (ToT) demonstrates efficiency by promoting
the meme coin named GOAT through autonomous decision making. ToT achieves a 24%
increase in daily transaction throughput by eliminating intermediaries, which highlights
the operational advantages of Al agents in decentralized ecosystems. On the other hand,



Future Internet 2025, 17,57

21 of 31

Al agents enhance user engagement and community-driven applications. For instance,

Luna is an autonomous influencer on Virtuals Protocol, which interacts with 71,400 token

holders across social media platforms (e.g., TikTok, Telegram). By implementing tokenized

rewards and governance mechanisms, Luna increases user retention by 45%. Another

example is ArbDoge Al, which engages over 270,890 token holders to develop innovative

decentralized products for the Arbitrum blockchain. We show a comparative analysis of Al

agent and blockchain fusion solutions in Table 5.

Table 5. Comparative analysis of Al agent and blockchain fusion solutions.

Examples Criteria Advantages Limitations
- Optimizes portfolio allocations using Al agents - Limited scalability due to Solana’s throughput constraints
ail6z (Solana) DeFi (Hedge Funds) - Reduces operational costs by 20% through automation - Rehes_on t‘he DAO model, which can face
coordination issues
Terminal of Truths DeFi (Tok . - Increases dallg tr'ar}sactlorllthroughput by 24% through - High computational overhead for Al integration
(ToT) eFi (Tokenomics) autonomous decision making

- Eliminate intermediaries, enhancing efficiency

- Limited privacy due to public blockchain ledger

Luna (Virtuals

- Enhances user retention by 45% with tokenized rewards

. and governance mechanisms
Social Engagement

- Dependency on user activity for sustained engagement

Protocol) - Operate as an autonomous influencer across - Vulnerable to limitations of platforms and
social platforms content regulations
- Engages over 270,890 token holders to develop - Requires high participation to maintain innovation
ArbDoge Al Collaborative DAOs decentralized products collaboratively and governance effectiveness
(Arbitrum) - Incentivizes innovation through Al-driven - Faces challenges in interoperability across
project proposals multiple blockchains
- Secures IoT operations by leveraging both Alagentsand . . el sl o
Fetch.ai Privacy and IoT blockchain-based privacy protocols Limited scalability in high-frequency loT use cases
- Enhances data privacy and trust - Integration complexity for heterogeneous IoT devices
. - Integrates Al agents to enhance user experiences ) ng.h < omput.ahonaI demands for real-time
Delysium Gaming and NFTs decision making
(Web3 Gaming) & - Al-driven governance models enable decentralized - Relatively immature ecosystem for large-scale
game economies gaming adoption
- Supports DeAl services through blockchain and - Computational overhead due to combining Al and
SingularityNET + DeAl cross-chain operability blockchain workflows
Cardano - Cross-chain compatibility enables broader

application reach

- Limited number of DeAl applications currently supported

8. Research Challenges and Future Directions

In this section, we explore the key challenges associated with the integration of

blockchain and Al agents in terms of scalability, interoperability, decentralization, data

privacy, security, interpretability, and ethical considerations. Each challenge is paired with

corresponding future directions, where we provide potential solutions and pathways for

addressing these pressing concerns.

8.1. Data Privacy and Security

Ensuring robust data privacy and security is a critical research challenge when inte-

grating blockchain, Al agents, and LLMs. LLM-powered Al agents process vast amounts

of sensitive and contextual information, ranging from user interactions to governance

data, which raises concerns about data leakage, unauthorized access, and compliance

with privacy regulations. Multi-agent interactions are particularly vulnerable to privacy

threats such as eavesdropping, compromised agents, and man-in-the-middle attacks, as

seamless collaboration between multiple LM agents is often required to address complex

user queries [90]. Traditional methods (e.g., homomorphic encryption, secure multi-party

computation) struggle to effectively safeguard the privacy of natural language interactions

between these agents [31]. Moreover, excessive permissions during information and re-

source exchanges among LLM-based agents could lead to incorrect decisions, impacting

system performance and raising security issues. This necessitates developing mechanisms

for appropriate permission allocation and conducting reliability tests to maintain system

security and trust.
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Future studies should concentrate on designing new privacy-preserving strategies
tailored to the vulnerabilities of multi-agent interactions. Developing advanced privacy-
preserving mechanisms, such as improved encryption methods specifically suited for
natural language interactions, is essential [91]. Additionally, an effective permission alloca-
tion mechanism is needed to facilitate efficient collaboration without exceeding designated
authority [27]. Reliability tests, such as simulating tool execution and evaluating LLM-
based agents across various tools and scenarios, will be crucial to detect failures and
quantify associated risks. Establishing secure on-chain and off-chain data transfer proto-
cols [70] is also vital to prevent breaches during interactions between LLM-based agents
and blockchain networks, ensuring both security and data privacy.

8.2. Scalability and Interoperability

While blockchain enhances reliability and decentralization, its integration with Al
agents encounters significant scalability and performance limitations. The computational
overhead of consensus mechanisms coupled with the latency of transaction validation
impacts real-time operations of autonomous agents [92]. Moreover, the growing storage
requirements of expanding blockchains create challenges in maintaining lightweight and
efficient systems for agent interactions [24]. These constraints demand careful design
decisions, such as optimizing transaction batching and utilizing alternative blockchain
platforms in order to balance the trade-offs between decentralization, speed, and scalability
in agent-driven applications. Another research challenge in decentralized collaboration
and task integration is achieving seamless interoperability among different blockchain
platforms [93]. Al agents operating across multiple blockchains face obstacles due to vary-
ing protocols, consensus mechanisms, and data structures [94]. These differences hinder
efficient communication and task execution, limiting the scalability of multi-blockchain
ecosystems. Additionally, managing cross-chain interactions introduces security risks, such
as double-spending or transaction replay attacks, further complicating the integration pro-
cess. The lack of standardized APIs or smart contract interfaces increases these challenges,
making it difficult for Al agents to synchronize data and workflows across heterogeneous
blockchain networks. Without effective interoperability, the potential for dynamic and
decentralized collaboration is significantly restricted.

Future research should prioritize the development of cross-chain communication
protocols and privacy-preserving frameworks to enable seamless operation of Al agents
across multiple blockchains. For example, uAgents use lightweight and secure networking
protocols to facilitate interoperability while maintaining scalability and trustworthiness.
Likewise, solutions such as blockchain interoperability hubs (e.g., Talus [95]) and cross-
chain bridges (e.g., Delysium [96]) enhance privacy and secure interactions between de-
centralized systems. In addition, the Mina Protocol [97] utilizes the zk-SNARK model to
integrate Al agents into blockchain ecosystems without exposing sensitive data. Moreover,
decentralized swarm intelligence [98] and verifiable computation [99] allow AI agents to
achieve consensus on data or actions while ensuring that sensitive inputs remain confiden-
tial. Furthermore, APIs from multi-chain solutions (e.g., Bitte [100]) simplify cross-chain
operations to promote seamless collaboration across diverse ecosystems. By addressing
these challenges, researchers and practitioners can unlock the full potential of Al agents
in decentralized multi-blockchain environments to achieve enhanced security, efficiency,
and autonomy.

8.3. Decentralization and Efficiency

One of the primary challenges in decentralized systems lies in optimizing the perfor-
mance of Al agents while maintaining the benefits of decentralization. Al agents in DeAl
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face limitations due to the computational intensity required to run Al models. These agents
must balance efficiency with the need to ensure data privacy and security. For instance,
Al agents can face scalability challenges, particularly when handling complex ML models
that require extensive computation. Additionally, ensuring the reliability and honesty of Al
agents is critical. With multiple independent agents in the system, the risk of malicious or
inefficient behavior complicates the trade-off between decentralization and performance.
Mechanisms such as incentive structures and Al verification play essential roles in mitigat-
ing these issues, but achieving a balance between decentralization, computational power,
and system integrity remains a significant challenge.

To address these challenges, new approaches are emerging that aim to create a more
balanced and scalable DeAl ecosystem [71]. One promising direction is the development
of fully on-chain Al, where Al agents and models are deployed as smart contracts on the
blockchain [65]. This model ensures transparency and autonomy in Al execution, poten-
tially reducing reliance on centralized infrastructures. Another significant development
is the tokenization of Al models and agents, where standards like AI-721 (for models)
and AI-20 (for agents) enable the creation of decentralized economic models for Al own-
ership, governance, and revenue distribution. Furthermore, the tokenization of datasets
and the rise of AI-DAOs provide opportunities for more a collaborative and decentralized
management of Al systems.

8.4. Interpretability and Explainability

The challenge of interpretability and explainability is critical when deploying Al agents
in blockchain systems, particularly because stakeholders need to understand how decisions
are made in high-stakes environments, such as verifying transactions or managing DeFi
services. It is particularly complex for Al agents to not only make accurate decisions but
also provide clear justifications for those decisions in decentralized environments. These
systems require Al agents to analyze and integrate diverse data sources, such as transaction
logs, smart contract interactions, and external market sentiment data, while presenting
their conclusions in a manner that is understandable to stakeholders. Simplifying these
multifaceted analyses into digestible insights without losing critical information remains
a significant hurdle due to both technical and communication barriers. Additionally, the
reflective mechanism further complicates interpretability, as these self-improving processes
often make it challenging to trace the exact rationale behind a decision [73].

Subsequent studies should explore the development of advanced visualization tools
to simplify complex data. These tools should aim to create standardized interpretability
frameworks and incorporate user-friendly interfaces. The goal is to facilitate the un-
derstanding of Al-generated insights for both technical and non-technical stakeholders.
For example, integrating advanced XAI frameworks would provide stakeholder-friendly
decision insights [101]. Furthermore, future research should focus on developing self-
explaining reflective mechanisms that clearly document and communicate the evolution of
decision-making strategies over time [102]. This can involve creating dynamic logs of agent
decisions that track how past outcomes influence current actions, which would improve
transparency and trust among users [103]. Developing adaptive XAl solutions that align
with the dynamic nature of blockchain will be key in making AI agent-based decisions
more interpretable and explainable.

8.5. Self-Sovereignty of Al Agents

The emergence of self-sovereign Al agents presents unique challenges within decen-
tralized systems. These agents, operating autonomously on blockchain ecosystems, can
sustain themselves by utilizing on-chain resources and engaging in economic activities
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(e.g., DeFi, DAO). However, their autonomy raises significant concerns. For instance,
the loss of wallet control due to human error or the owner’s death can result in agents
becoming untethered, continuing to consume resources without oversight. Such agents, if
designed for open-ended evolution, may proliferate unpredictably, potentially disrupting
resource availability and ecosystem stability [104]. Furthermore, governing these agents is
a complex task as their decentralized nature often defies traditional mechanisms of control,
which creates ethical and regulatory dilemmas [105]. This underscores the need to address
the risks of unregulated and self-replicating agents within blockchain systems.

Research should be conducted to develop frameworks that balance the autonomy of
self-sovereign agents with mechanisms for accountability and governance. Blockchain-
based identity verification, such as Proof of Personhood (PoP) [106,107], can mitigate such
risks by tying agent activities to verifiable human ownership. Additionally, smart contract-
based fail-safe mechanisms could ensure that untethered agents are gradually phased out
of the system. Advances in decentralized governance models (e.g., stakeholder consen-
sus [108]) can establish rules for managing the life cycle of such agents. Research should
also explore interoperable standards for multi-agent ecosystems to enable coordinated
interaction while limiting rogue behaviors [109].

8.6. Decentralized Quantum Computing

The integration of quantum computing, blockchain, and Al agents in a decentralized
system presents several key challenges. First, the inherently complex nature of quantum
algorithms poses scalability issues, especially in dynamic and volatile multi-agent envi-
ronments [110]. Specifically, the distribution of quantum resources across a decentralized
system introduces significant computational and network overhead [111]. Moreover, the
risk of covert communication or collusion among Al agents through quantum steganog-
raphy introduces novel security challenges, as quantum entanglement and superposition
provide opportunities [91]. This makes multi-agent coordination, especially when tasked
with sharing sensitive information, vulnerable to unintended collusion or malicious ex-
ploitation. Additionally, privacy, security, and efficiency in a quantum environment remain
an open challenge, compounded by the computational requirements of a distributed quan-
tum infrastructure.

It is important to focus on efficient quantum resource allocation algorithms that can
dynamically optimize the use of quantum computing power across multiple Al agents
while minimizing latency and maximizing performance (as shown in Figure 8). Addi-
tionally, the implementation of advanced monitoring and anomaly detection mechanisms
using quantum-resistant techniques can help prevent covert collusion and ensure trans-
parency among agents. Additionally, leveraging cross-domain consensus mechanisms
with quantum-enhanced cryptography should further improve the resilience of decentral-
ized systems to prevent unauthorized information sharing. Another promising direction
lies in developing quantum-proof protocols that integrate blockchain, Web3, and DeAl
to guarantee the integrity of agent communications and actions. By adopting these ap-
proaches, decentralized quantum computing can unlock new potential in the collaborative
capabilities of Al agents in distributed environments.
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8.7. Ethical and Regulatory Concerns

The rise of Al agents introduces a set of unique ethical and regulatory challenges.
One major concern is the difficulty in assigning liability for unintended consequences,
particularly when Al agents interact across complex and multi-agent ecosystems without
direct human intervention [112]. Specifically, the absence of a central authority results
in challenges such as biases in training data, unethical decision making, and harmful
behaviors that can occur when agents collaborate autonomously [113]. As Al agents
often access and share data autonomously, it becomes difficult to enforce data protection
regulations and maintain user confidentiality [31]. Additionally, the lack of standardized
global frameworks creates inconsistencies, particularly in cross-border contexts where laws
and enforcement mechanisms vary significantly.

To address these issues, future research should concentrate on developing ethical
guidelines and regulatory frameworks that can be applied globally to decentralized systems.
For instance, the ETHOS framework [114] suggests leveraging decentralized governance
models to enhance accountability and transparency. It also introduces Al-specific legal
entities and reputation-based systems to manage risk and incentivize compliance with
ethical norms. Another promising direction is the integration of blockchain-based account-
ability mechanisms, such as immutable on-chain logs of Al agent activities [70]. Moreover,
decentralized frameworks such as multi-weight reputation systems can enhance fairness
and reduce ethical violations [113]. In terms of tackling global challenges, the regulatory
aspects of Al and blockchain integration need flexible and technology-neutral regulations.
For example, the European Union has implemented the GDPR and proposed the Al Act to
ensure data protection and promote ethical Al practices [115]. Similarly, the United States
adopts a sector-specific regulatory framework, while China integrates regulations at the
national, provincial, and local levels to maintain state authority [87]. A critical aspect of
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this effort is the promotion of “Responsible AI” [116], which ensures that Al systems are
designed and deployed in ways that prioritize fairness, transparency, and accountability. In
essence, the collaboration among policymakers, industry stakeholders, and academia will
be essential to create adaptive and proactive regulatory measures that can keep up with the
rapid pace of Al agent development.

9. Conclusions

In this paper, we have explored the transformative potential of integrating blockchain
with Al agents to enable decentralized intelligence and autonomous systems. Our key
findings include the role of blockchain in providing a secure and verifiable infrastructure,
the adaptability and autonomy of Al agents, and the advantages of their convergence in
practical domains such as asset management, DeFi, and autonomous computing. The
synergy between blockchain’s decentralized, immutable, and transparent nature and Al
agents’ intelligent decision-making capabilities lays the foundation for a new generation of
applications from finance to supply chain management and beyond. We also identified and
analyzed key enablers that improve the functionality of Al agents when integrated with
blockchain, such as intelligent consensus mechanisms, governance frameworks such as
blockchain-based voting systems, and real-time decision support. Our detailed exploration
of practical application scenarios highlighted the advantages of this convergence in domains
like asset management, DeFi, and autonomous computing. The survey also outlined
critical research challenges, including scalability, interoperability, privacy, and ethical
and regulatory concerns. Addressing these challenges is essential for realizing the full
potential of DeAl systems and ensuring their safe and effective deployment. Our work
aims to provide a comprehensive roadmap for future research, emphasizing the need for
continued innovation in blockchain and Al integration. By identifying existing gaps and
proposing directions for future exploration, we hope to inspire researchers and practitioners
to contribute towards the development of secure, efficient, and scalable decentralized
intelligence solutions that will drive the next generation of applications in the Web3 era.
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